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Source and pre-formatted versions available
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homepageof this book at http://wwwi.iki.fi/viu/linux/sag/.Availableareat leastPostScripindTe X .DVI
formats.



Chapter 1. Introduction

“In the beginning,thefile waswithout form, andvoid; andemptinessvasuponthefaceof thebits. And the
Fingersof the Author moved uponthefaceof the keyboard.And the Author said,Let therebewords,andthere
werewords.”

This manualthe Linux SystemAdministrators’Guide,describeshe systemadministratioraspect®of
usingLinux. It is intendedfor peoplewho know next to nothingaboutsystemadministration(asin
“whatis it?"), but who have alreadymasteredat leastthe basicsof normalusageThis manualalso
doesnt tell you how to install Linux; thatis describedn theInstallationandGettingStarteddocument.
Seebelow for moreinformationaboutLinux manuals.

Systemadministratioris all thethingsthatonehasto doto keepa computeisystemin auseableshapelt
includesthingslik e backingup files (andrestoringthemif necessaryjnstallingnew programsgreating
accountdor userganddeletingthemwhenno longerneeded)makingcertainthatthefilesystemis not
corruptedandsoon. If acomputemwere,say a house systemadministrationwould be called
maintenanceandwouldincludecleaning fixing brokenwindows, andothersuchthings.System
administratioris not calledmaintenancehecausehatwould betoo simple.*

Thestructureof this manualis suchthatmary of the chaptershouldbe usableindependentlysothatif
you needinformationabout,say backupsyou canreadjust thatchapterThis hopefully makesthe book
easierto useasareferencananualandmalkesit possibleto readjust asmallpartwhenneededinstead
of having to readeverything.However, this manualis first andforemostatutorial,andareference
manualonly asalucky coincidence.

This manualis notintendedo be usedcompletelyby itself. Plentyof therestof the Linux
documentatiofis alsoimportantfor systemadministratorsAfter all, a systemadministratoiis justa user
with specialprivilegesandduties.A veryimportantresourcearethe manualpageswhich shouldalways
be consultedvhena commands notfamiliar.

While this manualis targetedat Linux, a generaprinciple hasbeenthatit shouldbe usefulwith other
UNIX basedperatingsystemsaswell. Unfortunately sincethereis somuchvariancebetweerdifferent
versionsof UNIX in generalandin systemadministratiorin particular thereis little hopeto coverall
variants Evencoveringall possibilitiesfor Linux is difficult, dueto the natureof its development.

Thereis no oneofficial Linux distribution, sodifferentpeoplehave differentsetupsandmary people
have a setupthey have built upthemseles.This bookis not targetedat any onedistribution, eventhough
| usethe DebianGNU/Linux systemalmostexclusively. Whenpossible| have tried to point out
differencesandexplain severalalternatves.

| have tried to describehow thingswork, ratherthanjustlisting “fi ve easysteps”for eachtask.This
meanghatthereis muchinformationherethatis not necessaryor everyone but thosepartsaremarked
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assuchandcanbe skippedif you usea preconfiguredystemReadingeverythingwill, naturally
increaseyour understandingf the systemandshouldmake usingandadministeringt morepleasant.

Like all otherLinux relateddevelopmentthework wasdoneon a volunteerasis:l did it because
thoughtit mightbefun andbecausé felt it shouldbedone.However, like all volunteerwork, thereis a
limit to how mucheffort | have beenableto spendandalsoon how muchknowledgeandexperience
have. This meanghatthe manualis not necessarilyasgoodasit would beif awizardhadbeenpaid
handsomelyo write it andhadspenta few yearsto perfectit. | think, of coursethatit is prettynice,but
bewarned.

Oneparticularpointwherel have cutcornersis thatl have not coveredvery thoroughlymary thingsthat
arealreadywell documentedn otherfreely availablemanualsThis appliesespeciallyto program
specificdocumentationsuchasall thedetailsof usingmkfs. | only describethe purposeof the program,
andasmuchof its usageasis necessaryor the purpose®f this manual For furtherinformation,| refer
thegentlereaderto theseothermanualsUsually, all of thereferredto documentatioiis partof thefull
Linux documentatiorset.

Larshastried to make this manualasgoodaspossibleandl would like, asa currentmaintainerto keep
up thegoodwork. | wouldreally lik e to hearfrom youif you have ary ideason how to make it better
Badlanguagefactualerrors,ideasfor new areago cover, rewritten sectionsjnformationabouthow
variousUNIX versionsdo things,| aminterestedn all of it. My contactinformationis availablevia the
World Wide Webat http://wwwiiki.fifviu/ (http:/Awwiiki.fifviu/).

Many peoplehave helpedmewith this book,directly or indirectly. | would like to especiallythankMatt
Welshfor inspirationandLDP leadershipAndy Oramfor gettingmeto work againwith much-\alued
feedbackQlaf Kirch for shaving methatit canbe done,andAdamRichterat Yggdrasilandothersfor
shaving methatotherpeoplecanfind it interestingaswell.

StephenTweedie H. PeterAnvin, RemyCard, TheodoreTs’o, andStepherilweediehave let me borrow
theirwork (andthusmake the booklook thicker andmuchmoreimpressie): a comparisorbetweerthe
xia andext? filesystemsthe device list anda descriptionof the ext2 filesystem Thesearent partof the
bookany more.l ammostgratefulfor this, andvery apologeticfor the earlierversionghatsometimes
lacked properattribution.

In addition,l wouldlik e to thankMark Komarinskifor sendinghis materialin 1993andthe mary system
administratiorcolumnsin Linux Journal. They arequiteinformative andinspirational.

Many usefulcommentshave beensentby alarge numberof people. My miniatureblackhole of an
archive doesnt let mefind all their namesput someof themare,in alphabeticabrder:Paul Caprioli,
Ales Cepek Marie-FranceéDeclerfayt, Dave Dobson Olaf Flebbe HelmutGeyer, Larry Greenfieldand
his father StepherHarris, Jyrki Havia, Jim Haynes,York Lam, Timothy Andrew Lister, Jim Lynch,
MichaelJ. Micek, JacobNavia, DanPoirier, Daniel Quinlan,JouniK SeppanerPhilippeSteindl,G.B.
Stotte.My apologiedo anyonel haveforgotten.

META needto addtypographicatorventsionsandLDP blurb here.
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The Linux Documentation Project

TheLinux DocumentatiorProject,or LDP, is alooseteamof writers, proofreadersandeditorswho are
working togetherto provide completedocumentatiotior the Linux operatingsystemTheoverall
coordinatorof the projectis Greg Hankins.

This manualis onein a setof severalbeingdistributedby the LDP, includinga Linux Users'Guide,
SystemAdministrators’Guide,Network Administrators’Guide,andKernelHackers’ Guide.These
manualsareall availablein sourceformat,.dvi format,andpostscriptoutputby anorymousFTP from
sunsite.unc.edun thedirectory/ pub/ Li nux/ docs/ LDP.

We encouraganyonewith a penchanfor writing or editingto join usin improving Linux
documentationlf you have Internete-mailaccessyou cancontactGreg Hankinsat
<gregh@unsi te. unc. edu>.

Notes

1. Therearesomepeoplewhodocallit that,but that's justbecausehey have never readthis manual,
poorthings.

11



Chapter 2. Overview of a Linux System

“God looked over everythinghe hadmade andsaw thatit wasvery good.” (Genesidl:31)

This chaptemjivesanoverview of aLinux systemFirst, the majorservicesprovidedby the operating
systemaredescribedThen,the programghatimplementtheseservicesaredescribedvith a
considerabléack of detail. The purposeof this chaptetis to give anunderstandingf the systemasa
whole,sothateachpartis describedn detailelsavhere.

Various parts of an operating system

A UNIX operatingsystemconsistof a kernelandsomesystenprograms Therearealsosome
applicationprogramsfor doingwork. The kernelis the heartof the operatingsystem? It keepstrack of
files onthedisk, startsprogramsandrunsthemconcurrentlyassigngnemoryandotherresource$o
variousprocesseggecevespacletsfrom andsendacletsto the network, andsoon. The kerneldoes
verylittle by itself, but it providestoolswith which all servicesanbebuilt. It alsopreventsanyonefrom
accessinghe hardwaredirectly, forcing everyoneto usethetoolsit provides.This way thekernel
providessomeprotectionfor usersirom eachother Thetools providedby the kernelareusedvia system
calls; seemanualpage section2 for more informationonthese

The systemprogramsausethetools providedby thekernelto implementthe variousservicesequired
from anoperatingsystem Systemprogramsandall otherprogramsrun ‘on top of thekernel’,in whatis
calledtheusermode Thedifferencebetweersystemandapplicationprogramds oneof intent:
applicationsareintendedfor gettingusefulthingsdone(or for playing,if it happengo beagame),
whereasystemprogramsareneededo getthe systemworking. A word processois anapplication;
telnet is a systemprogram.Thedifferences oftensomavhatblurry, however, andis importantonly to
compulsve categorizers.

An operatingsystemcanalsocontaincompilersandtheir correspondindjbraries(GCCandthe C library
in particularunderLinux), althoughnotall programminganguageseedbe partof the operatingsystem.
Documentationandsometimesvengamesgcanalsobe partof it. Traditionally, the operatingsystem
hasbeendefinedby the contentsf theinstallationtapeor disks;with Linux it is notasclearsinceit is
spreadall overthe FTP sitesof theworld.

Impor tant parts of the kernel

TheLinux kernelconsistsof severalimportantparts:processnanagementnemorymanagement,
hardwaredevice drivers filesystemdrivers,network managemengndvariousotherbits andpieces.

12



Chapter2. Overviav of a Linux System

Figure2-1 shavs someof them.

Figure 2-1. Someof the moreimportant parts of the Linux kernel

User level programs _’-H

Normal programs

System call interface

M M
Virtual filesystem L Memory J L Process ] Abstract network
manager

_management manager  services (sockets

Ve

p
TCP/IP protocol
L drivers

Various filesystel

N Idrivers
[

IDE harddisk Floppy disk Ethernet card
driver driver driver
Kernel

Hardware
) ) Ethernet card
IDE hard disk Floppy disk

Probablythe mostimportantpartsof the kernel(nothingelseworkswithout them)arememory
managemendndprocessnanagemenfiemory managemenbkescareof assigningnemoryareasand
swap spaceareaso processeqartsof thekernel,andfor the buffer cache Processnanagementreates
processesandimplementamultitaskingby switchingthe active proceson the processar

At thelowestlevel, the kernelcontainsa hardwaredevice driver for eachkind of hardwareit supports.
Sincetheworld is full of differentkinds of hardware,thenumberof hardwaredevice driversis large.

13
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Thereareoftenmary otherwisesimilar piecesof hardwarethatdiffer in how they arecontrolledby
software.The similaritiesmake it possibleto have generaklasse®f driversthatsupportsimilar
operationspachmemberof the classhasthe sameinterfaceto therestof the kernelbut differsin whatit
needdo doto implementhem.For example,all disk driverslook alike to therestof thekernel,i.e., they
all have operationdik e ‘initialize thedrive’, ‘readsectorN’, and‘write sectorN’.

Somesoftwareservicegprovidedby the kernelitself have similar propertiesandcanthereforebe
abstractednto classeskor example,thevariousnetwork protocolshave beenabstractednto one
programmingnterfacethe BSD socletlibrary. Anotherexampleis thevirtual filesysten{VFS) layer
thatabstractshefilesystemoperationsaway from theirimplementationEachfilesystemtype provides
animplementatiorof eachfilesystemoperation Whensomeentity triesto useafilesystemtherequest
goesvia the VFS, which routestherequesto the properfilesystemdriver.

Major services in a UNIX system

init

This sectiondescribesomeof the moreimportantUNIX servicesput withoutmuchdetail. They are
describednorethoroughlyin laterchapters.

Thesinglemostimportantservicein aUNIX systemis providedby init. init is startedasthefirst process
of every UNIX systemasthelastthing thekerneldoeswhenit boots.Wheninit starts,it continueghe
bootprocessy doingvariousstartupchores(checkingandmountingfilesystemsstartingdaemonsetc).

Theexactlist of thingsthatinit doesdepend®nwhich flavor it is; therearesereralto chooserom. init
usuallyprovidesthe concepbf singleusermode in which noonecanlog in androot usesa shellatthe
consoletheusualmodeis calledmultiusermode Someflavorsgeneralizehis asrun levels singleand
multiusermodesareconsideredo betwo run levels,andtherecanbe additionalonesaswell, for
example,to run X ontheconsole.

In normaloperationjnit makessuregetty is working (to allow usergo log in), andto adoptorphan
processefprocessewhoseparenthasdied;in UNIX all processemustbein asingletree,soorphans
mustbe adopted).

Whenthe systemis shutdown, it is init thatis in chageof killing all otherprocessesynmountingall
filesystemsandstoppingthe processaralongwith anything elseit hasbeenconfiguredto do.

Logins from terminals

14
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Loginsfrom terminals(via seriallines)andthe console(whennot runningX) areprovidedby the getty
program.nit startsaseparaténstanceof getty for eachterminalfor whichloginsareto beallowed.
getty readshe usernameandrunsthelogin programwhich readshe passverd. If theusernameand
passverd arecorrect,login runsthe shell. Whenthe shellterminatesi.e., the userlogsout, or when
login terminatedbecausehe usernamandpassverd didn’t match,init noticesthis andstartsa new
instanceof getty. Thekernelhasno notionof logins, thisis all handledby the systemprograms.

Thekernelandmary systemprogramsproduceerror, warning,andothermessagest is oftenimportant
thatthesemessagesanbeviewedlater, evenmuchlater, sothey shouldbewrittento afile. The program
doingthisis syslog It canbe configuredto sortthe message® differentfiles accordingto writer or
degreeof importance For example kernelmessageareoftendirectedto a separatdile from the others,
sincekernelmessageareoftenmoreimportantandneedto bereadregularly to spotproblems.

Periodic command execution: cron and at

Both usersandsystemadministrator®ftenneedto run commandgeriodically For example the system
administratomightwantto run a commando cleanthe directorieswith temporaryfiles (/ t np and

/var / t np) from old files, to keepthedisksfrom filling up, sincenotall programscleanup after
themselescorrectly

Thecron serviceis setup to dothis. Eachuserhasacr ont ab file, wherehelists the commandde
wantsto executeandthetimesthey shouldbe executed The cron daemortakescareof startingthe
commandsvhenspecified.

Theat serviceis similarto cron, but it is onceonly: thecommands executedat thegiventime, but it is
notrepeated.

Graphical user interface

UNIX andLinux don't incorporatethe userinterfaceinto the kernel;insteadthey let it beimplemented
by userlevel programsThis appliesfor bothtext modeandgraphicalervironments.

This arrangemenmalkesthe systemmoreflexible, but hasthedisadwantagehatit is simpleto implement
adifferentuserinterfacefor eachprogrammakingthe systemharderto learn.

Thegraphicalervironmentprimarily usedwith Linux is calledthe X Window System(X for short).X
alsodoesnotimplementa userinterface;it only implementsawindow systemj.e., toolswith whicha

15
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graphicaluserinterfacecanbeimplementedThethreemostpopularuserinterfacestylesimplemented
over X areAthena,Motif, andOpenLook.

Networking

Networking is the actof connectingwo or morecomputersothatthey cancommunicatevith each
other Theactualmethodsof connectingandcommunicatingareslightly complicatedput theendresult
is very useful.

UNIX operatingsystemdave mary networking featuresMost basicservicegfilesystemsprinting,
backupsegetc) canbe doneoverthe network. This canmake systemadministratioreasiersinceit allows
centralizedadministrationwhile still reapingin the benefitsof microcomputinganddistributed
computing,suchaslower costsandbetterfault tolerance.

However, this bookmerelyglancesat networking; seethe Linux NetworkAdministators’ Guidefor
moreinformation,includingabasicdescriptionof how networksoperate.

Network logins

Network loginswork alittle differentlythannormallogins. Thereis a separatghysicalserialline for
eachterminalvia whichit is possibleto log in. For eachpersonioggingin via the network, thereis a
separateirtual network connectionandtherecanbe ary numberof these? It is thereforenot possible
to runa separatgetty for eachpossiblevirtual connectionTherearealsoseveraldifferentwaysto log
in via anetwork, telnet andrlogin beingthe majoronesin TCP/IPnetworks.

Network loginshave, insteadof a herdof gettys, a singledaemorperway of loggingin (telnet and
rlogin have separatelaemonsjhatlistensfor all incominglogin attemptsWhenit noticesone,it startsa
new instanceof itself to handlethatsingleattempt;the original instancecontinuego listenfor other
attemptsThe new instancewvorks similarly to getty.

Network file systems

Oneof the moreusefulthingsthatcanbe donewith networking servicess sharindfiles via a networkfile
systemTheoneusuallyusedis calledthe Network File Systempor NFS,developedby Sun.

With anetwork file systemary file operationgloneby a programon onemachinearesentoverthe
network to anothercomputer This fools the programto think thatall thefiles on the othercomputerare
actuallyon the computerthe programis runningon. This makesinformationsharingextremelysimple,
sinceit requiresno modificationsto programs.

16
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Electronicmail is usuallythe mostimportantmethodfor communicatingria computerAn electronic
letteris storedin afile usinga speciafformat,andspecialmail programsareusedto sendandreadthe
letters.

Eachuserhasanincomingmailbox(afile in the speciafformat),whereall new mail is stored When
someonesenddamail, the mail programlocatesthe recever’'s mailboxandappendgheletterto the
mailboxfile. If therecever'smailboxis in anothemachinetheletteris sentto the othermachinewhich
deliversit to themailboxasit bestseedit.

Themail systemconsistof mary programsThedelivery of mail to local or remotemailboxesis done
by oneprogram(the mail transferagentor MTA, e.g.,sendmailor smail), while the programausersuse
aremary andvaried(mail useragentor MUA, e.g.,pine or elm). The mailboxesareusuallystoredin
/var/spool / mai | .

Printing

Only onepersoncanusea printerat onetime, but it is uneconomicahotto shareprintersbetweerusers.
Theprinteris thereforemanagedy softwarethatimplementsa print queue all print jobsareputinto a
gueueandwheneverthe printeris donewith onejob, the next oneis sentto it automatically This relieves
the usersfrom organizingthe print queueandfighting over control of the printer. ®

The print queuesoftwarealsospoolsthe printoutson disk, i.e., thetext is keptin afile while thejob isin
thequeue This allows anapplicationprogramto spit out the print jobs quickly to the print queue
software;theapplicationdoesnot have to wait until thejob is actuallyprintedto continue.Thisis really
corvenient,sinceit allows oneto print out oneversion,andnothave to wait for it to be printedbefore
onecanmake acompletelyrevisednew version.

The filesystem layout

Thefilesystemis dividedinto mary parts;usuallyalongthelinesof arootfilesystemwith / bi n, /1 i b,

/ et c,/ dev, andafew others;a/ usr filesystemwith programsandunchanginglata;a/ var filesystem
with changingdata(suchaslog files); anda/ hone filesystemfor everyones personafiles. Depending
onthe hardwareconfigurationandthe decisionf the systemadministratorthe division canbe
different;it canevenbeall in onefilesystem.

Chapter3 describeghefilesystemlayoutin somedetail;the Linux FilesystentStandardtoversit in
someavhatmoredetail.
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Notes

1.

Chapter2. Overviav of a Linux System

In fact, it is oftenmistakenly consideredo bethe operatingsystemitself, but it is not. An operating
systemprovidesmary moreserviceghana plain kernel.

Well, atleasttherecanbe mary. Network bandwidthstill beinga scarceresourcethereis still some
practicalupperlimit to the numberof concurrentoginsvia onenetwork connection.

Insteadthey form anew queueat the printer, waiting for their printouts,sinceno oneever seemso
beableto getthe queuesoftwareto know exactly whenanyone’s printoutis really finished.Thisis a
greatboostto intra-office socialrelations.
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Chapter 3. Overview of the Director y Tree

“ Two dayslater, therewasPooh,sitting on his branch danglinghis legs,andthere besidehim, werefour pots
of hong...” (A.A. Milne)

This chapterdescribesheimportantpartsof a standard_inux directorytree,basedonthe FSSTND
filesystemstandardIt outlinesthe normalway of breakingthe directorytreeinto separatdilesystems
with differentpurposesndgivesthe motivationbehindthis particularsplit. Somealternatie waysof
splitting arealsodescribed.

Background

This chapteris looselybasedn the Linux filesystenstandad, FSSTND versionl.2 (seethe
bibliography),which attemptdo seta standardor how thedirectorytreein aLinux systemis organized.
Sucha standardhasthe advantagethatit will be easierto write or port softwarefor Linux, andto
administerLinux machinessinceeverythingwill bein their usualplaces.Thereis no authoritybehind
the standardhatforcesanyoneto complywith it, but it hasgot the supportof most,if notall, Linux
distributions.It is nota goodideato breakwith the FSSTNDwithout very compellingreasonsThe
FSSTNDattemptdo follow Unix traditionandcurrenttrendsmakingLinux systemdamiliar to those
with experiencewith otherUnix systemsandvice versa.

This chaptelis notasdetailedasthe FSSTND.A systemadministratoishouldalsoreadthe FSSTNDfor
acompleteunderstanding.

This chapterdoesnot explainall filesin detail. Theintentionis notto describesveryfile, but to give an
overview of the systemfrom afilesystempoint of view. Furtherinformationon eachfile is available
elsavherein this manualor the manualpages.

Thefull directorytreeis intendedto be breakablénto smallerparts,eachon its own disk or partition, to
accomodat¢o disk sizelimits andto easebackupandothersystemadministrationThe major partsare
theroot,/ usr,/ var, and/ hore filesystemgqseeFigure3-1). Eachparthasa differentpurposeThe

directorytreehasbeendesignedsothatit workswell in a network of Linux machinesvhich mayshare
somepartsof thefilesystemsver aread-onlydevice (e.g.,a CD-ROM), or overthe network with NFS.

19



Chapter3. Overviav of the DirectoryTree

Figure 3-1. Parts of a Unix dir ectory tr ee.Dashedlines indicate partition limits.
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Therolesof thedifferentpartsof thedirectorytreearedescribedelow.

- Therootfilesystemis specificfor eachmaching(it is generallystoredon alocal disk, althoughit could
bearamdiskor network drive aswell) andcontainghefiles thatarenecessaryor bootingthe system
up, andto bringit up to sucha statethatthe otherfilesystemsnay be mounted.The contentsof the
rootfilesystemwill thereforebesufficientfor the singleuserstate.lt will alsocontaintoolsfor fixing a
brokensystemandfor recoveringlostfiles from backups.

« The/ usr filesystemcontainsall commandslibraries,manualpagesandotherunchangindiles
neededuringnormaloperationNo filesin / usr shouldbe specificfor ary givenmachinenor
shouldthey be modifiedduring normaluse.This allows thefiles to be sharedoverthe network, which
canbe cost-efective sinceit savesdisk spacgtherecaneasilybe hundredf megabytesn / usr),
andcanmake administratioreasier(only themaster usr needso bechangedvhenupdatingan
application,noteachmachineseparately)Evenif thefilesystemis onalocal disk, it couldbe
mountedread-onlyto lesserthe chanceof filesystemcorruptionduringacrash.

. The/ var filesystemcontaingfiles thatchange suchasspooldirectoriegfor mail, news, printers,etc),
log files, formattedmanualpagesandtemporaryfiles. Traditionally everythingin / var hasbeen
somevherebelow / usr, but thatmadeit impossibleto mount/ usr read-only

- The/ hone filesystemcontainghe users’homedirectoriesj.e., all therealdataon the system.
Separatindiomedirectoriesto their own directorytreeor filesystemmakesbackupseasierthe other
partsoftendo nothave to bebaclkedup, or atleastnot asoften (they seldomchange)A big/ hone
might have to be brokenon severalfilesystemswhich requiresaddingan extra naminglevel below
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/ horne, e.g.,/ hone/ st udent s and/ hore/ st af f .

Althoughthedifferentpartshave beencalledfilesystemsabove, thereis norequirementhatthey
actuallybeon separatdilesystemsThey couldeasilybekeptin a singleoneif the systemis asmall
single-usesystemandthe userwantsto keepthingssimple.Thedirectorytreemight alsobedividedinto
filesystemdifferently, dependingn how largethe disksare,andhow spaces allocatedfor various
purposesTheimportantpart,though,is thatall the standarchameswork; evenif, say / var and/ usr
areactuallyonthe samepartition,thenameg usr /i b/ I i bc. a and/ var/ | og/ mnessages mustwork,
for exampleby moving filesbelow / var into/ usr/ var, andmaking/ var asymlinkto/ usr/ var.

The Unix filesystemstructuregroupsfiles accordingto purposej.e., all commandsrein oneplace,all
datafilesin anotherdocumentatiornn athird, andsoon. An alternatie would beto groupfilesfiles
accordingto the programthey belongto, i.e., all Emacsfiles would bein onedirectory all TeXin
anotherandsoon. Theproblemwith thelatterapproachs thatit makesit difficult to sharefiles (the
programdirectoryoften containsboth staticandshareabl@andchangingandnon-shareabléles), and
sometimego evenfind thefiles (e.g.,manualpagesn a hugenumberof placesandmakingthe manual
pageprogramdind all of themis amaintenancaightmare).

The root filesystem

Therootfilesystemshouldgenerallybe small,sinceit containsvery critical files anda small,
infrequentlymodifiedfilesystemhasa betterchanceof not gettingcorrupted A corruptedroot filesystem
will generallymeanthatthe systembecomesinbootablesxceptwith speciaimeasurege.g.,from a
floppy), soyou don't wantto risk it.

Theroot directorygenerallydoesnt containary files, exceptperhapghe standardootimagefor the
systemusuallycalled/ v i nuz. All otherfiles arein subdirectoriesn theroot filesystems:

/bin

Commandsieededduring bootupthatmight be usedby normalusers(probablyafterbootup).
/ sbin

Like/ bi n, but the commandsarenotintendedfor normalusers althoughthey may usethemif

necessarandallowed.

/etc
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Configuratiorfiles specificto the machine.

/ r oot

Thehomedirectoryfor userroot.

/lib

Sharedibrariesneededy the programsontherootfilesystem.

/1i b/ nodul es

Loadablekernelmodulesgspeciallythosethatareneededo bootthe systemwhenrecoveringfrom
disasterge.g.,network andfilesystemdrivers).

/ dev

Devicefiles.

/tnp

Temporarnyfiles. Programsunningafterbootupshoulduse/ var / t np, not/ t np, sincetheformer
is probablyon a disk with morespace.

/ boot

Filesusedby thebootstragoader e.g.,LILO. Kernelimagesareoftenkepthereinsteadof in the
rootdirectory If therearemary kernelimagesthedirectorycaneasilygrow ratherbig, andit might
bebetterto keepit in a separatdilesystem Anotherreasorwould beto make surethekernel
imagesarewithin thefirst 1024 cylindersof anIDE disk.

/ mt

Mount point for temporarymountsby the systemadministratorProgramsarent supposedo mount
on/ mt automatically/ mt might bedividedinto subdirectoriege.g.,/ mt / dosa mightbethe
floppy drive usinganMS-DOSfilesystemand/ mt / ext a might bethe samewith anext2
filesystem).
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/ proc, /usr,/var,/home

Mount pointsfor the otherfilesystems.

The / et ¢ director y

The/ et c directorycontainsalot of files. Someof themaredescribedelow. For others you should
determinewhich programthey belongto andreadthe manualpagefor thatprogram Many networking
configurationfiles arein / et ¢ aswell, andaredescribedn the NetworkingAdministators’ Guide

/etc/rcor/etc/rc.dor/etc/rc?.d

Scriptsor directoriesof scriptsto run at startupor whenchangingtherun level. Seethe chapteron
init for furtherinformation.

/ et ¢/ passwd

Theuserdatabasewith fields giving the usernamereal name homedirectory encryptedpassverd,
andotherinformationabouteachuser Theformatis documentedh the passwdmanualpage.

/etc/fdprm

Floppy disk parametetable.Describesvhatdifferentfloppy disk formatslook like. Usedby
setfdprm. Seethe setfdprm manualpagefor moreinformation.

/etc/fstab

Lists thefilesystemsnountedautomaticallyat startupby the mount -a commandin / et ¢/ r c or
equivalentstartupfile). UnderLinux, alsocontainsinformationaboutswapareasusedautomatically
by swapon-a. Seethe sectioncalledMountingandunmountingn Chapter4 andthe mount
manualpagefor moreinformation.

/ etc/ group
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Similarto/ et c/ passwd, but describegiroupsinsteadof users Seethe group manualpagefor
moreinformation.

/etc/inittab

Configuratiorfile for init.

/etclissue

Outputby getty beforethelogin prompt.Usually containsa shortdescriptionor welcoming
messagé¢o the system.The contentsareup to the systemadministrator

/et c/ magic

Theconfiguratiorfile for file. Containghe descriptionf variousfile formatsbasedn which file
guesseshetypeof thefile. Seethemagi ¢ andfile manualpagesfor moreinformation.

/etc/ notd

The messagef theday, automaticallyoutputaftera successfulogin. Contentsareup to the system
administratorOftenusedfor gettinginformationto every user suchaswarningsaboutplanned
downtimes.

/etc/ntab

List of currentlymountedfilesystemsinitially setup by the bootupscripts,andupdated
automaticallyby the mount commandlUsedwhenalist of mountedfilesystemss needede.g.,by
thedf command.

/ et c/ shadow
Shadaev passverd file on systemswith shadev passverd softwareinstalled.Shadev passverds

movethe encryptedpassverd from/ et ¢/ passwd into/ et ¢/ shadow; thelatteris not readableby
aryoneexceptroot. This makesit harderto crackpasswverds.

/etc/login. defs
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Configuratiorfile for thelogin command.

/etc/printcap

Like/ et c/ t er ncap, butintendedfor printers.Differentsyntax.

/etc/profile,/etc/csh.login,/etc/csh.cshrc

Filesexecutedatlogin or startuptime by the Bourneor C shells.Theseallow the system
administratorto setglobaldefaultsfor all users Seethe manualpagedor therespectie shells.

/etc/securetty

Identifiessecureerminals,.e., theterminalsfrom whichrootis allowedto log in. Typically only
thevirtual consolesarelisted,sothatit becomesmpossible(or atleastharder)to gainsuperuser
privilegesby breakinginto a systemoveramodemor a network.

/etc/shells

Lists trustedshells.The chshcommandallows userso changeheir login shellonly to shellslisted
in thisfile. ftpd, the sener procesgshatprovidesFTP servicedor amachinewill checkthatthe
usersshellis listedin / et ¢/ shel | s andwill notlet peoplelog in unlestheshellis listedthere.

letc/terntap

TheterminalcapabilitydatabaseDescribedy what“escapesequencesVariousterminalscanbe
controlled.Programsarewritten sothatinsteadof directly outputtinganescapeequencé¢hatonly
workson a particularbrandof terminal,they look up the correctsequencéo do whateverit is they
wanttodoin/ et c/ t er ncap. As aresultmostprogramsvork with mostkinds of terminals.See
thet er ntap, curs_termcapandt er mi nf o manualpagedor moreinformation.

The / dev director y
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The/ dev directorycontainghe specialdevicefiles for all the devices.The device files arenamedusing
specialcorventionsithesearedescribedn the Devicelist (seeXXX). Thedevice files arecreatedduring
installation,andlaterwith the/dev/MAKEDEV script. The/dev/MAKEDEYV .local is a scriptwritten by
the systemadministratothatcreatedocal-onlydevicefiles or links (i.e., thosethatarenot partof the
standardMAKEDEYV , suchasdevice files for somenon-standardevice driver).

The / usr filesystem

The/ usr filesystemis oftenlarge,sinceall programsareinstalledthere All filesin / usr usuallycome
from a Linux distribution; locally installedprogramsandotherstuff goesbelow / usr /1 ocal . This
malkesit possibleto updatethe systenmfrom a new versionof the distribution, or evena completelynen
distribution, without having to install all programsagain.Someof the subdirectorie®f / usr arelisted
belov (someof the lessimportantdirectorieshave beendroppedseethe FSSTNDfor more
information).

[usr/ X11R6

The X Window Systemall files. To simplify thedevelopmentandinstallationof X, the X files have
not beenintegratedinto therestof the system.Thereis a directorytreebelown / usr / X11R6 similar
to thatbelow / usr itself.

/usr/ X386

Similarto/ usr/ X11R6, but for X11 Releasé.

/usr/bin

Almost all usercommandsSomecommandsrein / bi n orin/ usr/ | ocal / bi n.
/usr/sbin

Systemadministratiorcommandghatarenot neededn therootfilesystemge.g.,mostsener

programs.

/fusr/man, /usr/info,/usr/doc
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ManualpagesGNU Info documentsandmiscellaneoustherdocumentatiofiiles, respectiely.

[ usr/include

Headeffiles for the C programmindanguageThis shouldactuallybebelown / usr/ I'i b for
consistenyg, but thetraditionis overwhelminglyin supportfor this name.

fusr/lib
Unchangingdatafiles for programsandsubsystemsncluding somesite-wideconfiguratiorfiles.

Thenamel i b comesfrom library; originally librariesof programmingsubroutinesverestoredin
lusr/lib.

/usr/ | ocal

Theplacefor locally installedsoftwareandotherfiles.

The / var filesystem

The/ var containsdatathatis changedvhenthe systemis runningnormally. It is specificfor each
systemj.e., notsharedoverthe network with othercomputers.

/var/ cat man
A cachefor manpageghatareformattedon demandThe sourcefor manualpagess usuallystored
in / usr/ man/ man* ; somemanualpagesnight comewith a pre-formattedsersion,whichis stored
in / usr/ man/ cat * . Othermanualpageseedto beformattedwhenthey arefirst viewed;the

formattedversionis thenstoredin / var / man sothatthe next persorto view the samepagewon’t

have to wait for it to beformatted.(/ var / cat man is oftencleanedn the sameway temporary
directoriesarecleaned.)

/var/lib

Filesthatchangewhile the systemis runningnormally.
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/var/ | ocal

Variabledatafor programghatareinstalledin / usr/ | ocal (i.e.,programghathave beeninstalled
by the systemadministrator)Notethatevenlocally installedprogramsshouldusethe other/ var
directoriesf they areappropriatee.g.,/ var/ | ock.

/var/ | ock

Lock files. Many programdollow a cornventionto createalock file in / var / | ock to indicatethat
they areusinga particulardevice or file. Otherprogramswill noticethelock file andwon’t attempt
to usethedevice or file.

/var/| og

Log files from variousprogramsgspeciallylogin (/ var / | og/ wt np, which logsall loginsand
logoutsinto the system)andsyslog(/ var / | og/ messages, whereall kernelandsystemprogram
messagareusuallystored).Filesin / var / | og canoftengrow indefinitely, andmayrequire
cleaningatregularintervals.

/var/run

Filesthatcontaininformationaboutthe systenthatis valid until the systemis next booted.For
example,/ var/ r un/ ut mp containsnformationaboutpeoplecurrentlyloggedin.

/var/ spool

Directoriesfor mail, news, printerqueuesandotherqueuedvork. Eachdifferentspoolhasits own
subdirectonyelow / var / spool , e.g.,themailboxesof theusersarein / var / spool / mai | .

/var/tnp

Temporanyfiles thatarelargeor thatneedto exist for alongertime thanwhatis allowedfor / t np.
(Althoughthe systemadministratomight notallow very old filesin / var / t np either)
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The / pr oc filesystem

The/ pr oc filesystemcontainsaillusionaryfilesystemlt doesnot exist on a disk. Insteadthekernel
createst in memory It is usedto provide informationaboutthe system(originally aboutprocesses,
hencethe name).Someof the moreimportantfiles anddirectoriesareexplainedbelow. The/ pr oc
filesystemis describedn moredetailin thepr oc manualpage.

/proc/1

A directorywith informationaboutprocessiumberl. Eachprocessasadirectorybelow / pr oc
with the namebeingits processdentificationnumber

/ proc/ cpui nfo

Informationaboutthe processarsuchasits type, make, model,andperfomance.

/ proc/ devi ces

List of device driversconfigurednto the currentlyrunningkernel.

/ proc/ dma

Shavswhich DMA channelsarebeingusedatthe moment.

/proc/fil esystens

Filesystemsonfigurednto thekernel.

/proc/interrupts

Showvswhichinterruptsarein use,andhow mary of eachtherehave been.

/ proc/ioports

Which I/O portsarein useatthe moment.
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/ proc/ kcore

An imageof the physicalmemoryof the systemThisis exactly the samesizeasyour physical
memory but doesnotreally take up thatmuchmemory;it is generatean thefly asprogramsaccess
it. (Rememberunlessyou copy it elsevhere,nothingunder/ pr oc takesup ary disk spaceatall.)

/ proc/ knsg

Messagesutputby thekernel. Thesearealsoroutedto syslog

/ proc/ ksyns

Symboltablefor thekernel.

/ proc/ | oadavg

The‘load average’'of the systemthreemeaninglesindicatorsof how muchwork the systemhasto
do atthemoment.

/ proc/ mem nfo

Informationaboutmemoryusagepbothphysicalandswap.

/ proc/ modul es

Which kernelmodulesareloadedat the moment.

/ proc/ net

Statusinformationaboutnetwork protocols.

/ proc/ sel f

A symboliclink to the procesdglirectoryof the programthatis looking at/ pr oc. Whentwo
processekok at/ pr oc, they getdifferentlinks. Thisis mainly a corveniencdo make it easierfor
programgo getattheir processirectory

30



Chapter3. Overviav of the DirectoryTree

/ proc/ st at

Variousstatisticsaboutthe system suchasthe numberof pagefaultssincethe systemwasbooted.

/ proc/ uptime

Thetime the systemhasbeenup.

/ proc/version

Thekernelversion.

Notethatwhile the abovefiles tendto beeasilyreadabldext files, they cansometimeseformattedin a
way thatis not easilydigestableTherearemary commandshatdo little morethanreadtheabovefiles
andformatthemfor easierunderstanding-or example,the fr eeprogramreads pr oc/ meni nf o and
convertstheamountgyivenin bytesto kilobytes(andaddsa little moreinformation,aswell).
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Media

“On acleardisk you canseekforever. ”

Whenyou install or upgradeyour systemyou needto do a fair amountof work onyour disks.You have
to make filesystemsn your diskssothatfiles canbe storedon themandresene spacefor the different
partsof your system.

This chapterexplainsall theseinitial activities. Usually, onceyou getyour systemsetup, youwon’t have
to gothroughthe work again,exceptfor usingfloppies.You'll needto comebackto this chapteiif you
addanew disk or wantto fine-tuneyour disk usage.

Thebasictasksin administeringdisksare:

- Formatyourdisk. This doesvariousthingsto preparst for use,suchascheckingfor badsectors.
(Formattingis nowadaysnot necessaryor mostharddisks.)

- Partitionaharddisk, if youwantto useit for severalactiities thatarent supposedo interferewith
oneanotherOnereasorfor partitioningis to storedifferentoperatingsystemsn the samedisk.
Anotherreasornis to keepuserfiles separatérom systenfiles, which simplifiesback-upsandhelps
protectthe systenfiles from corruption.

- Make afilesystem(of a suitabletype) on eachdisk or partition. The disk meansothingto Linux until
you make a filesystemithenfiles canbe createdandaccessednit.

- Mountdifferentfilesystemso form a singletreestructure githerautomaticallyor manuallyas
needed(Manually mountedilesystemsisuallyneedto be unmountednanuallyaswell.)

Chapters containgnformationaboutvirtual memoryanddisk caching,of which you alsoneedto be
awarewhenusingdisks.

Two kinds of devices

UNIX, andthereforelinux, recognizedwo differentkindsof device: random-accedslock devices(such
asdisks),andcharactedevices(suchastapesandseriallines),someof which maybe serial,andsome
random-acces&achsupportedievice is representeth thefilesystemasa devicefile. Whenyou reador
write a device file, thedatacomesfrom or goesto the device it representsThis way no specialprograms
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(andno specialapplicationprogrammingmethodologysuchascatchinginterruptsor polling a serial
port) arenecessaryo accesslevices;for example,to sendafile to the printer, onecouldjust say

$ cat filename > /dev/lpl
$

andthe contentof thefile areprinted(thefile must,of course pein aform thatthe printerunderstands).
However, sinceit is notagoodideato have severalpeoplecattheir filesto the printerat the sametime,
oneusuallyusesa specialprogramto sendthefiles to be printed(usuallylpr). This programmakessure
thatonly onefile is beingprintedatatime, andwill automaticallysendfiles to the printerassoonasit
finisheswith the previousfile. Somethingsimilar is neededor mostdevices.In fact,oneseldomneedso
worry aboutdevicefiles atall.

Sincedevicesshowv up asfiles in thefilesystem(in the/ dev directory),it is easyto seejustwhatdevice
files exist, usingls or anothersuitablecommandIn theoutputof Is -I, thefirst columncontainghetype
of thefile andits permissionsFor example,inspectinga serialdevice giveson my system

$ Is -1 /dev/cua0
CrW-T W T w 1 root uucp 5, 64 Nov 30 1993 /dev/cua0
$

Thefirst charactein thefirst column,i.e.,'c’ in crw rw rw above,tellsaninformeduserthetype of
thefile, in this casea charactedevice. For ordinaryfiles, thefirst characteis ‘- ’, for directoriest is ‘d’,
andfor block devices'b’; seethels manpagefor furtherinformation.

Notethatusuallyall device files exist eventhoughthe device itself might be not beinstalled.Sojust
becausgou have afile / dev/ sda, it doesnt meanthatyou really do have an SCSlharddisk. Having all
thedevice files makestheinstallationprogramssimpler andmalkesit easierto addnew hardware(there
is no needto find outthe correctparametergor andcreatethe device files for the new device).

Hard disks

This subsectionntroducegerminologyrelatedto harddisks.If you alreadyknow thetermsand
conceptsyou canskip this subsection.

SeeFigure4-1for aschematigictureof theimportantpartsin a harddisk. A harddisk consistof one
or morecircularplatters, * of which eitheror both surfacesarecoatedwith a magneticsubstanceisedfor
recordingthe data.For eachsurface thereis aread-writeheadthatexaminesor alterstherecordediata.
The plattersrotateon acommonaxis;a typical rotationspeeds 3600rotationsper minute,although
high-performancéarddiskshave higherspeedsThe headsnove alongtheradiusof the platters;this
movementcombinedwith therotationof the plattersallows the headto accessll partsof the surfaces.
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The processofCPU)andthe actualdisk communicateéhrougha disk controller. This relievestherestof
the computerfrom knowing how to usethedrive, sincethe controllersfor differenttypesof diskscanbe
madeto usethe sameinterfacetowardstherestof the computer Therefore the computercansayjust
“hey disk,gimmewhat| want”, insteadof along andcomplex seriesof electricsignalsto move the head
to the properlocationandwaiting for the correctpositionto comeunderthe headanddoingall the other
unpleasanstuff necessary(In reality, theinterfaceto the controlleris still complex, but muchlessso
thanit would otherwisebe.) The controllercanalsodo someotherstuff, suchascaching,or automatic
badsectorreplacement.

Theaboveis usuallyall oneneedgo understanéboutthe hardware.Thereis alsoa bunchof otherstuff,
suchasthe motorthatrotatesthe plattersandmovesthe headsandthe electronicghatcontrolthe
operationof the mechanicaparts,but thatis mostly not relevantfor understandinghe working principle
of aharddisk.

Thesurfacesareusuallydividedinto concentriaings, calledtracks, andthesen turn aredividedinto
sectos. This divisionis usedto specifylocationson the harddisk andto allocatedisk spaceto files. To
find a givenplaceonthe harddisk, onemight say“surface3, track 5, sector7”. Usuallythe numberof
sectords thesamefor all tracks,but someharddisksput moresectordn outertracks(all sectorsareof
the samephysicalsize,so moreof themfit in thelongeroutertracks).Typically, a sectorwill hold512
bytesof data.Thediskitself can't handlesmalleramountsf datathanonesector
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Figure4-1. A schematicpictur e of a hard disk.
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Eachsurfaceis dividedinto tracks(andsectors)n the sameway. This meanghatwhentheheadfor one
surfaceis on atrack,theheaddor the othersurfacesarealsoon the correspondingracks.All the
correspondingrackstakentogetherarecalledacylinder. It takestime to move the headsrom onetrack
(cylinder) to anotheysoby placingthe datathatis oftenaccessetbgether(say afile) sothatit is within
onecylinder, it is notnecessaryo movethe headdo readall of it. Thisimprovesperformancelt is not
alwayspossibleto placefileslik e this; files thatarestoredin several placesonthedisk arecalled
fragmented

Thenumberof surfaceqor headswhich is the samething), cylinders,andsectorsvary alot; the
specificatiorof the numberof eachis calledthe geometryof a harddisk. The geometnyis usuallystored
in aspecial battery-peveredmemorylocationcalledthe CMOSRAM, from wherethe operatingsystem
canfetchit duringbootupor driverinitialization.

Unfortunatelythe BIOS ? hasa designlimitation, which makesit impossibleto specifya tracknumber
thatis largerthan1024in the CMOSRAM, whichis toolittle for alarge harddisk. To overcomethis, the
harddisk controllerlies aboutthe geometryandtranslateghe addressegivenby the computerinto
somethinghatfits reality. For example,a harddisk might have 8 heads2048tracks,and35 sectorger
track.? Its controllercouldlie to the computerandclaim thatit has16 heads1024tracks,and35 sectors
pertrack,thusnot exceedinghelimit ontracks,andtranslatesheaddresshatthe computergivesit by
halvingthe headnumbeyanddoublingthetracknumber The mathcanbe morecomplicatedn reality,
because¢he numbersarenotasniceashere(but again,thedetailsarenot relevantfor understandinghe
principle). Thistranslationdistortsthe operatingsystems view of how thediskis organizedthusmaking
it impracticalto usetheall-data-on-one-gindertrick to boostperformance.

Thetranslationis only a problemfor IDE disks.SCSldisksusea sequentiasectomumber(i.e., the
controllertranslates sequentiasectomumberto a head cylinder, andsectortriplet), andacompletely
differentmethodfor the CPUto talk with the controller, sothey areinsulatedfrom the problem.Note,
however, thatthe computemight notknow therealgeometryof an SCSldisk eithet

SinceLinux oftenwill notknow therealgeometryof adisk, its filesystemslon't eventry to keepfiles
within a singlecylinder. Insteadjt triesto assignsequentiallynumberedsectorgo files, which almost
alwaysgivessimilar performanceTheissueis furthercomplicatedby on-controllercachesand
automatigprefetchesloneby the controller

Eachharddiskis representetly a separatelevice file. Therecan(usually)beonly two or four IDE hard
disks.Theseareknown as/ dev/ hda, / dev/ hdb, / dev/ hdc, and/ dev/ hdd, respectrely. SCSlhard
disksareknown as/ dev/ sda, / dev/ sdb, andsoon. Similar namingcorventionsexist for otherhard
disktypes;seeXXX (device list) for moreinformation.Notethatthedevice files for the harddisksgive
accesdo the entiredisk, with no regardto partitions(which will bediscussedbelow), andit’s easyto
messup the partitionsor the datain themif you arent careful. Thedisks’ device files areusuallyused
only to getaccesdo the masterbootrecord(which will alsobediscussedbelow).
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Floppies

A floppy disk consistf aflexible membranesoveredon oneor bothsideswith similar magnetic
substancasaharddisk. Thefloppy diskitself doesnt have aread-writehead thatis includedin the
drive. A floppy correspondso oneplatterin a harddisk, but is removableandonedrive canbeusedto
accesdlifferentfloppies,whereaghe harddisk is oneindivisible unit.

Like aharddisk, afloppy is dividedinto tracksandsectorgandthe two correspondingrackson either
sideof afloppy form acylinder), but therearemary fewer of themthanon a harddisk.

A floppy drive canusuallyuseseveral differenttypesof disks;for example,a 3.5inch drive canuseboth
720kB and1.44MB disks.Sincethedrive hasto operatea bit differentlyandthe operatingsystemmust
know how big thediskis, therearemary devicefiles for floppy drives,onepercombinationof drive and
disktype.Therefore/ dev/ f dOH1440 is thefirst floppy drive (fd0), which mustbea 3.5inch drive,
usinga3.5inch, high densitydisk (H) of size1440kB (1440),i.e.,anormal3.5inch HD floppy. For
moreinformationon the namingcornventionsfor thefloppy devices,seeXXX (device list).

Thenamedor floppy drivesarecomplex, however, andLinux thereforehasa specialfloppy device type
thatautomaticallydetectghetypeof the diskin thedrive. It worksby trying to readthefirst sectorof a
newly insertedfloppy usingdifferentfloppy typesuntil it findsthe correctone.This naturallyrequires
thatthefloppy is formattedfirst. The automaticdevicesarecalled/ dev/ f d0, / dev/ f d1, andsoon.

The parametergheautomatiodevice usesto access disk canalsobe setusingthe programsetfdprm.
This canbeusefulif you needto usedisksthatdo not follow ary usualfloppy sizese.qg.,if they have an
unusuahumberof sectorspr if theautodetectindor somereasorfails andthe properdevice file is
missing.

Linux canhandlemary nonstandardloppy disk formatsin additionto all the standarcdnes.Someof
theserequireusingspeciafformattingprogramsWe'll skip thesedisk typesfor now, butin themean
time you canexaminethe/ et ¢/ f dpr mfile. It specifieghesettingshatsetfdprm recognizes.

Theoperatingsystemmustknow whena disk hasbeenchangedn a floppy drive, for example,in order
to avoid usingcacheddatafrom the previousdisk. Unfortunately the signalline thatis usedfor thisis
sometimedroken,andworse this won't alwaysbe noticeablevhenusingthedrive from within
MS-DOS.If you areexperiencingweird problemsusingfloppies,this mightbethereasonTheonly way
to correctit is to repairthefloppy drive.

CD-ROM'’s
A CD-ROM drive usesanoptically read plasticcoateddisk. Theinformationis recordecbn the surface

of thedisk * in small‘holes’ alignedalonga spiralfrom the centerto the edge Thedrive directsalaser
beamalongthe spiralto readthe disk. Whenthelaserhits a hole,thelaseris reflectedn oneway; when

37



Chapter4. Using Disksand Other Storage Media

it hits smoothsurface,it is reflectedn anothemway. This makesit easyto codebits, andtherefore
information. Therestis easy meremechanics.

CD-ROM drivesareslow comparedo harddisks.Whereasatypical harddisk will have anaverageseek
time lessthan15 millisecondsafastCD-ROM drive canusetenthsof asecondor seeksTheactual
datatransferrateis fairly high athundredof kilobytespersecondThe slownessmeanghatCD-ROM
drivesarenot aspleasanto useinsteadof harddisks(someLinux distributionsprovide ‘li ve’ filesystems
on CD-ROM'’s, makingit unnecessarto copy thefiles to the harddisk, makinginstallationeasierand
saving alot of harddisk space)althoughit is still possible For installing new software,CD-ROM’s are
very good,sinceit maximumspeeds notessentiaturinginstallation.

Therearesereralwaysto arrangedataon a CD-ROM. Themostpopularoneis specifiedby the
internationaktandardSO 9660.This standardspecifiesa very minimal filesystemwhich is evenmore
crudethantheoneMS-DOSuses Ontheotherhandi,it is sominimal thatevery operatingsystemshould
beableto mapit to its native system.

For normalUNIX use,thelSO 9660filesystemis notusable soanextensionto the standarchasbeen
developed calledthe Rock Ridgeextension Rock Ridgeallows longerfilenamessymboliclinks, anda
lot of othergoodiesmakinga CD-ROM look moreor lesslike any contemporaryNIX filesystem.
Evenbetter a Rock Ridgefilesystemis still avalid ISO 9660filesystemmakingit usableby non-UNIX
systemsaswell. Linux supportshothISO 9660andthe Rock Ridgeextensionsthe extensionsare
recognizecandusedautomatically

Thefilesystemis only half the battle,however. Most CD-ROM'’s containdatathatrequiresa special
programto accessandmostof theseprogramsdo not run underLinux (except,possibly underdosemu,
theLinux MS-DOSemulator).

A CD-ROM driveis accessedlia the correspondinglevice file. Thereareseveralwaysto connecta
CD-ROM driveto thecomputervia SCSI,via a soundcard,or via EIDE. The hardwarehackingneeded
to dothisis outsidethe scopeof this book, but thetype of connectiordecideghedevice file. SeeXXX
(device-list) for enlightment.

Tapes

A tapedrive usesatape,similar ® to cassettessedfor music.A tapeis serialin nature which meanshat
in orderto getto ary givenpartof it, youfirst have to go throughall the partsin betweenA disk canbe
accessedandomlyi.e.,youcanjumpdirectly to any placeonthedisk. The serialacces®f tapesmakes
themslow.

Ontheotherhand,tapesarerelatively cheapto make, sincethey do not needto befast. They canalso
easilybe madequitelong, andcanthereforecontaina largeamountof data.This makestapesvery
suitablefor thingslik e archiving andbackupswhich do not requirelarge speedsbut benefitfrom low
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costsandlarge storagecapacities.

Formatting

Formattingis the procesof writing markson the magneticmediathatareusedto marktracksand
sectorsBeforeadisk is formatted,jts magneticsurfaceis a completemessof magneticsignals.Whenit
is formatted,someorderis broughtinto the chaosby essentiallydrawing lineswherethetracksgo, and
wherethey aredividedinto sectorsThe actualdetailsarenot quite exactly lik e this, but thatis irrelevant.
Whatis importantis thata disk cannotbe usedunlesst hasbeenformatted.

Theterminologyis a bit confusinghere:in MS-DOS,theword formattingis usedto coveralsothe
procesof creatinga filesystem(which will be discussedbelow). There thetwo processeareoften
combined gespeciallyfor floppies.Whenthe distinctionneedgo be made therealformattingis called
low-level formatting while makingthefilesystemis calledhigh-level formatting In UNIX circles,the
two arecalledformattingandmakinga filesystem sothat’s whatis usedin this bookaswell.

For IDE andsomeSCSildiskstheformattingis actuallydoneat the factoryanddoesnt needto be
repeatedhencemostpeoplerarely needto worry aboutit. In fact,formattinga harddisk cancauset to
work lesswell, for examplebecause disk might needto beformattedin somevery specialway to allow
automatidbadsectormreplacemento work.

Disksthatneedto be or canbeformattedoftenrequirea specialprogramarnyway, becauseheinterface
to theformattinglogic insidethedriveis differentfrom drive to drive. Theformattingprogramis often
eitheronthecontrollerBIOS, or is suppliedasan MS-DOSprogram;neitherof thesecaneasilybe used
from within Linux.

During formattingonemight encountebadspotson the disk, calledbad blodksor badsectos. Theseare
sometimesandledby thedriveitself, but eventhen,if moreof themdevelop,somethingneeddo be
doneto avoid usingthosepartsof thedisk. Thelogic to dothisis built into thefilesystemhow to addthe
informationinto thefilesystemis describedelow. Alternatively, onemight createa small partitionthat
coversjustthe badpartof thedisk; this approachmightbe a goodideaif the badspotis very large,since
filesystemsansometimesave troublewith very largebadareas.

Floppiesareformattedwith fdformat. Thefloppy devicefile to useis givenasthe parameter-or
example,thefollowing commandwvould formata high density 3.5inch floppy in thefirst floppy drive:

$ fdformat /dev/fdOH1440
Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB

Formatting ... done
Verifying ... done
$
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Notethatif youwantto useanautodetectinglevice (e.g.,/ dev/ f d0), you mustsetthe parametersf the
device with setfdprm first. To achieve the sameeffect asabove, onewould have to do the following:

$ setfdprm/dev/fdO 1440/ 1440
$ fdfornat /dev/fdoO
Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB

Formatting ... done
Verifying ... done
$

It is usuallymorecornvenientto choosehe correctdevice file thatmatcheghetype of thefloppy. Note
thatit is unwiseto formatfloppiesto containmoreinformationthanwhatthey aredesignedor.

fdformat will alsovalidatethefloppy, i.e.,checkit for badblocks.It will try abadblock severaltimes
(you canusuallyhearthis, thedrive noisechangesiramatically).If thefloppy is only maminally bad
(dueto dirt ontheread/writehead someerrorsarefalsesignals) fdformat won't complain,but areal
errorwill abortthevalidationprocessThekernelwill printlog messagefor eachl/O errorit finds;these
will goto the consoleor, if syslogis beingused to thefile / usr/ | og/ messages. fdformat itself won't
tell wherethe erroris (oneusuallydoesnt care floppiesarecheapenoughthata badoneis automatically
thrown away).

$ fdformat /dev/fdOH1440
Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB

Formatting ... done
Verifying ... read: Unknown error
$

Thebadblockscommandcanbe usedto searchary disk or partitionfor badblocks(includinga floppy).
It doesnot formatthedisk, soit canbe usedto checkevenexisting filesystemsThe examplebelon
checksa 3.5inch floppy with two badblocks.

$ badbl ocks /dev/fdOH1440 1440
718

719

$

badblocks outputsthe block numbersf the badblocksit finds. Most filesystemsanavoid suchbad
blocks.They maintainalist of known badblocks,whichis initialized whenthefilesystemis made,and
canbemodifiedlater Theinitial searchor badblockscanbedoneby themkfs commandwhich
initializesthefilesystem) put later checksshouldbe donewith badblocks andthe new blocksshouldbe
addedwith fsck. We'll describemkfs andfsck later.

Many moderndisksautomaticallynoticebadblocks,andattemptto fix themby usinga special resered
goodblockinstead.Thisis invisible to the operatingsystem.This featureshouldbe documentedh the
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disk’s manual,if you're curiousif it is happeningEvensuchdiskscanfail, if thenumberof badblocks
growstoo large,althoughchancesrethatby thenthe disk will be sorottenasto beunusable.

Partitions

A harddisk canbe dividedinto severalpartitions Eachpartitionfunctionsasif it werea separatéard
disk. Theideais thatif you have oneharddisk,andwantto have, say two operatingsystemsonit, you
candivide thedisk into two partitions.Eachoperatingsystemusesits partitionasit wishesanddoesnt
touchthe otherone’s. This way the two operatingsystemscanco-exist peacefullyon the sameharddisk.
Without partitionsonewould have to buy a harddisk for eachoperatingsystem.

Floppiesarenot partitioned.Thereis no technicalreasoragainsthis, but sincethey’re sosmall,
partitionswould be usefulonly veryrarely. CD-ROM’s areusuallyalsonot partitioned sinceit’s easier
to usethemasonebig disk, andthereis seldoma needto have severaloperatingsystemsnone.

The MBR, boot sector s and partition table

Theinformationabouthow a harddisk hasbeenpartitionedis storedin its first sector(thatis, thefirst
sectorof thefirst track on thefirst disk surface).Thefirst sectoris the masterbootrecod (MBR) of the
disk; thisis the sectorthatthe BIOS readsin andstartswhenthe machineis first booted. The mastetboot
recordcontainsa smallprogramthatreadsthe partitiontable,checkswhich partitionis active (thatis,
markedbootable) andreadsthefirst sectorof that partition, the partition’s bootsector(the MBR is also
abootsectorbut it hasa specialstatusandthereforea specialname).This bootsectorcontainsanother
smallprogramthatreadsthefirst partof the operatingsystemstoredon that partition (assumingt is
bootable) andthenstartsit.

The partitioningschemas not built into the hardware,or eveninto the BIOS. It is only a corventionthat
mary operatingsystemdollow. Not all operatingsystemado follow it, but they arethe exceptionsSome
operatingsystemsupportpartitions,but they occupy onepartitionon the harddisk, andusetheir
internalpartitioningmethodwithin thatpartition. The lattertype exists peacefullywith otheroperating
systemgincluding Linux), anddoesnot requireary speciaimeasureshut anoperatingsystemhat
doesnt supportpartitionscannotco-exist on the samedisk with ary otheroperatingsystem.

As a safetyprecautionit is agoodideato write down the partitiontableon a pieceof paper sothatif it
ever corruptsyou don't haveto loseall yourfiles. (A badpartitiontablecanbefixedwith fdisk). The
relevantinformationis givenby thefdisk -I command:

$ fdisk -1 /dev/hda

Di sk /dev/hda: 15 heads, 57 sectors, 790 cylinders
Units = cylinders of 855 * 512 bytes
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Devi ce Boot Begin Start End Bl ocks Id System
/ dev/ hdal 1 1 24 10231+ 82 Linux swap
/ dev/ hda2 25 25 48 10260 83 Linux native
/ dev/ hda3 49 49 408 153900 83 Linux native
/ dev/ hda4 409 409 790 163305 5 Extended
/ dev/ hda5 409 409 744 143611+ 83 Linux native
/ dev/ hda6 745 745 790 19636+ 83 Linux native

$

Extended and logical partitions

Theoriginal partitioningschemdor PC harddisksallowedonly four partitions.This quickly turnedout
to betoolittle in reallife, partly becaussomepeoplewantmorethanfour operatingsystemgLinux,
MS-DOS,0S/2,Minix, FreeBSDNetBSD,or Windows/NT, to namea few), but primarily because
sometimest is agoodideato have severalpartitionsfor oneoperatingsystemFor example,swapspace
is usuallybestputin its own partitionfor Linux insteadof in themain Linux partitionfor reason®of
speedseebelow).

To overcomethis designproblem,extendedartitionswereinvented.This trick allows partitioninga
primary partition into sub-partitionsThe primary partitionthussubdvidedis the extendedpartition; the
subpartitionsarelogical partitions. They behare like primary® partitions,but arecreateddifferently.
Thereis no speediifferencebetweerthem.

The partitionstructureof a harddisk mightlook lik e thatin Figure4-2. Thediskis dividedinto three
primary partitions,the secondf whichis dividedinto two logical partitions.Part of the diskis not
partitionedatall. Thedisk asawholeandeachprimarypartitionhasabootsector
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Figure4-2. A samplehard disk partitioning .
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Partition types

The partitiontables(the onein the MBR, andthe onesfor extendedpartitions)containonebyte per
partitionthatidentifiesthetype of thatpartition. This attemptso identify the operatingsystemthatuses
thepartition,or whatit usest for. The purposés to make it possibleto avoid having two operating
systemsaccidentallyusingthe samepartition. However, in reality, operatingsystemslo not really care
aboutthe partitiontype byte;e.g.,Linux doesnt careat all whatit is. Worse,someof themuseit
incorrectly;e.g.,atleastsomeversionsof DR-DOSignorethe mostsignificantbit of the byte, while
othersdon't.

Thereis no standardizatiomgeng to specifywhateachbyte valuemeansput somecommonlyaccepted
onesareincludedin in Table4-1. Thesamdlist is availablein theLinux fdisk program.

Table 4-1. Partition types(from the Linux fdisk program).

0 ‘ Empty ‘ 40 ‘Venix 80286 ‘ 94 AmoebaBBT
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1 DOS12-bit FAT| 51 Novell? a5 BSD/386
XENIX root 52 Microport b7 BSDI fs
XENIX usr 63 GNUHURD |b8 BSDI swap
DOS 16-hitf 64 Novell c7 Syrinx
<32M

5 Extended 75 PC/IX db CP/M
DOS 16-bit 80 Old MINIX el DOSaccess
>=32M

7 OS/2HPFS 81 Linux/MINIX | e3 DOSR/O

8 AIX 82 Linux swap f2 DOSsecondary

9 AIX bootable |83 Linux native ff BBT

a 0OS/2Boot 93 Amoeba
Manag

Partitioning a hard disk

Therearemary programdor creatingandremoving partitions.Most operatingsystemsave their own,
andit canbe a goodideato useeachoperatingsystems own, justin caseit doessomethingunusuathat
theotherscant. Many of the programsarecalledfdisk, includingtheLinux one,or variationsthereof.
Detailson usingthe Linux fdisk aregivenonits manpage.The cfdisk commands similar to fdisk, but
hasanicer(full screenluserinterface.

WhenusingIDE disks,the bootpartition (the partitionwith thebootablekernelimagefiles) mustbe
completelywithin thefirst 1024cylinders.Thisis because¢he diskis usedvia the BIOS duringboot
(beforethe systemgoesinto protectednode),andBIOS cant handlemorethan1024cylinders.lIt is
sometimegossibleto useaboot partitionthatis only partly within thefirst 1024 cylinders. This works
aslong asall thefiles thatarereadwith the BIOS arewithin thefirst 1024cylinders.Sincethisis
difficult to arrangeijt is a verybadideato doit; you never know whena kernelupdateor disk
defragmentatiomill resultin anunbootablesystem Therefore make sureyour boot partitionis
completelywithin thefirst 1024cylinders.

Somenewer versionsof the BIOS andIDE diskscan,in fact, handlediskswith morethan1024
cylinders.If you have sucha systemyou canforgetaboutthe problem;if you arent quite sureof it, put
it within thefirst 1024cylinders.

Eachpartitionshouldhave anevennumberof sectorssincethe Linux filesystemsisea 1 kilobyte block
size,i.e.,two sectorsAn odd numberof sectorawill resultin thelastsectorbeingunusedThiswon't
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resultin arny problemshutit is ugly, andsomeversionsof fdisk will warnaboutit.

Changinga partition’s sizeusuallyrequiresfirst backingup everythingyou wantto save from that
partition (preferablythewholedisk, justin case)deletingthe partition,creatingnew partition,then
restoringeverythingto the new partition. If the partitionis growing, you may needto adjustthesizes
(andbackupandrestore)of the adjoiningpartitionsaswell.

Sincechangingpartitionsizesis painful, it is preferableto getthe partitionsright thefirst time, or have
aneffective andeasyto usebackupsystemlf you'reinstallingfrom a mediathatdoesnotrequiremuch
humanintervention(say from CD-ROM, asopposedo floppies),it is ofteneasyto play with different
configurationatfirst. Sinceyou don't alreadyhave datato backup, it is not sopainful to modify partition
sizesseveraltimes.

Thereis aprogramfor MS-DOS, calledfips, which resizesanMS-DOSpartitionwithout requiringthe
backupandrestore but for otherfilesystemst is still necessary

Device files and partitions

Eachpartitionandextendedpartition hasits own device file. Thenamingcorventionfor thesefilesis that
apartition’'snumberis appendedfterthe nameof the wholedisk, with the corventionthat1-4 are
primary partitions(regardlesof how mary primary partitionsthereare)and5-8 arelogical partitions
(regardlesf within which primary partitionthey reside).For example/ dev/ hdal is thefirst primary
partitionon thefirst IDE harddisk,and/ dev/ sdb7 is thethird extendedpartitionon the secondSCSI
harddisk. Thedevicelist in XXX (devicelist) givesmoreinformation.

Filesystems

What are filesystems?

A filesystems the methodsanddatastructureghatan operatingsystemusesto keeptrackof filesona
disk or partition; thatis, theway thefiles areorganizedon the disk. Theword is alsousedto referto a
partitionor disk thatis usedto storethefiles or thetype of the filesystem.Thus,onemight say“l have
two filesystems'meaningonehastwo partitionson which onestoredfiles, or thatoneis usingthe
“extendedfilesystem”,;meaninghetype of thefilesystem.

Thedifferencebetweeradisk or partitionandthefilesystemit contaings important.A few programs
(including,reasonablyenough programshatcreatefilesystemspperatedirectly on theraw sectorsof a
disk or partition;if thereis anexistingfile systenthereit will bedestrgedor seriouslycorruptedMost
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programsoperateon a filesystemandthereforewon’t work on a partitionthatdoesnt containone(or
thatcontainsoneof thewrongtype).

Beforea partitionor disk canbe usedasa filesystem|jt needgo beinitialized, andthe bookkeepingdata
structuresieedto bewritten to the disk. This processs calledmakinga filesystem

Most UNIX filesystentypeshave a similar generaktructure althoughthe exactdetailsvary quite a bit.
Thecentralconceptsaresuperblog, inode datablodk, directoryblodk, andindirectionblodk. The
superblockcontainsnformationaboutthefilesystemasawhole,suchasits size (the exactinformation
heredepend®on thefilesystem)An inodecontainsall informationabouta file, exceptits name.The
nameis storedin thedirectory, togethemwith the numberof theinode.A directoryentry consistof a
filenameandthe numberof theinodewhich representshefile. Theinodecontainshe numbersof
severaldatablocks,which areusedto storethe datain thefile. Thereis spaceonly for afew datablock
numberdn theinode,however, andif moreareneededmorespaceor pointersto the datablocksis
allocateddynamically Thesedynamicallyallocatedblocksareindirectblocks;the nameindicatesthatin
orderto find the datablock, onehasto fi